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NetFlow/sFlow+Distributed Analysis=Total Visibility
The following diagrams illustrate how NetFlow/sFlow and analyzers work together to give
the IT administrator total visibility into a remote segment.

No Probe, no NetFlow, no sFlow

NetFlow and sFlow activated
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With NetFlow and sFlow enabled on the devices that support it, the administrator has
limited visibility. In particular, the administrator can see:

« Which stations are generating the most traffic

« What applications are running on the network by protocol and port number
- Internet connections

« VLAN usage statistics

« Type of Service (ToS), also called Precedence or Quality of Service (QoS).

Without a probe, however, some important features are missing:

+ NetFlow does not capture any actual packets, and sFlow only captures a slice of
each packet it collects, which is only a fraction of the total number of packets
traversing the device.

- Certain types of deep analysis are impossible without access to every packet on
the wire: for example, application response time analysis, and “ladder chart”
graphical displays of network conversations (sometimes called “connection
dynamics”) are unavailable.

+ NetFlow and sFlow reports generate multiple, unsecured data streams across the
network or WAN link. As we will see in the next diagram, using a probe at the
remote site to collect the data is more efficient and secure.

sFlow and NetFlow provides extended visibility, probe delivers detailed drill-down
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For continuous visibility of every packet on the remote network, you would need to deploy
multiple probes to continuously collect SPAN sessions from each switch. This is usually not

practical or desirable. Combining NetFlow/sFlow reporting with a probe gives you the best
of both worlds:

- For continuous monitoring of aggregate network statistics, NetFlow and sFlow are
adequate, especially if they report to a local probe that provides network trending
and alarm notifications. For example, with such a system, you can trigger a
notification when certain protocols appear, or when any one station consumes a
threshold percentage of network traffic.

+ When NetFlow/sFlow monitoring indicates a problem, you can direct a SPAN
session from the relevant segment to the probe deployed onsite for packet capture
and drill-down analysis.

- Some distributed analyzers (such as Network Instruments’ Observer) store NetFlow
and sFlow information in an extremely compact form, which means the system can
store data for very long-term trend analysis. This type of historical information can
be crucial for planning network upgrades and establishing baseline
usage patterns.

Also note that a single, encrypted probe/console link over a WAN link is preferable to
sending multiple, unsecured data streams over a WAN link.

Probe data alone
provides in-depth drill
down to individual
packets.
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Using a Remote Probe + NetFlow/sFlow to Manage a Remote Network

So, how does all this work in practice? Here are a few typical network problems, and how
they would be detected and solved using a combination of NetFlow/sFlow for broad
monitoring, and a Network Instruments Expert Probe for detailed drill down:

«The sFlow Top Talkers reports from the access layer show that there is a station
generating a wildly disproportionate share of network traffic. Suspecting a
malware infection, the administrator directs a SPAN session from the relevant
switch to the Expert Probe, and activates the hacker/virus triggers and alarms.
Suspicions are confirmed. The administrator calls the user to schedule a spyware/
adware/virus sweep as soon as possible.

« Users are complaining about slow Internet access. NetFlow reports from the router
show an unusually large volume of high-port (>9000) TCP traffic, which almost
certainly points to Bittorrent. Using the Expert Probe to analyze a SPAN session of
the core switch’s connection to the router, the administrator filters for high-port
TCP traffic. Sure enough, the new hire’s workstation is the culprit. The administrator
calls the offending user and gives him a short refresher course on corporate
Internet usage policy.

«VoIP users at the remote site are complaining of poor voice quality. NetFlow/sFlow
reports a complete absence of any traffic with Type of Service (ToS) set to 5 (in
other words, high-priority VolIP traffic). The solution is to reconfigure the call
manager at the remote site to use the appropriate ToS setting.

In short, NetFlow/sFlow gives a broad view of problems that might be affecting the network,
while precise diagnosis requires capturing every relevant packet on the wire with the probe.

Conclusion

Managing large networks that span multiple locations is never easy or cheap. Every
monitoring tool requires hardware resources, and even open-source and device-embedded
tools such as NetFlow and sFlow have setup and maintenance costs. But by deploying

the correct level of monitoring where it is needed, you can have comprehensive visibility
without breaking the IT budget.

Leveraging NetFlow and sFlow technologies with a distributed analyzer (such as Network
Instruments’ Expert Observer and probes) offers the best of both worlds:

+ NetFlow/sFlow-provided broad visibility for network trending and the
“30,000-foot” view.

« Access to every packet on the wire when necessary, accomplished by directing a
SPAN session to the probe.

NetFlow/sFlow technologies, when used alone, are inefficient and not secure. By leveraging
distributed analysis infrastructure to integrate NetFlow and sFlow reporting, you can not
only gain free visibility, but enhance the security and scalability of NetFlow and sFlow.
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